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With a command of SELinux you can enjoy watertight security on your Linux servers. This guide shows you
how through examples taken from real-life situations, giving you a good grounding in all the available
features.

Overview

Use SELinux to further control network communications●

Enhance your system's security through SELinux access controls●

Set up SELinux roles, users and their sensitivity levels●

In Detail

NSA Security-Enhanced Linux (SELinux) is a set of patches and added utilities to the Linux kernel to
incorporate a strong, flexible, mandatory access control architecture into the major subsystems of the kernel.
With its fine-grained yet flexible approach, it is no wonder Linux distributions are firing up SELinux as a
default security measure.

SELinux System Administration covers the majority of SELinux features through a mix of real-life
scenarios, descriptions, and examples. Everything an administrator needs to further tune SELinux to suit
their needs are present in this book.

This book touches on various SELinux topics, guiding you through the configuration of SELinux contexts,
definitions, and the assignment of SELinux roles, and finishes up with policy enhancements. All of
SELinux's configuration handles, be they conditional policies, constraints, policy types, or audit capabilities,
are covered in this book with genuine examples that administrators might come across.

By the end, SELinux System Administration will have taught you how to configure your Linux system to be
more secure, powered by a formidable mandatory access control.

What you will learn from this book

Enable and disable features selectively or even enforce them to a granular level●

Interpret SELinux logging to make security-conscious decisions●

Assign new contexts and sensitivity labels to files and other resources●

Work with mod_selinux to secure web applications●

Use tools like sudo, runcon, and newrole to switch roles and run privileged commands in a safe●

environment
Use iptables to assign labels to network packets●

Configure IPSec and NetLabel to transport SELinux contexts over the wire●

Build your own SELinux policies using reference policy interfaces●

Approach

A step-by-step guide to learn how to set up security on Linux servers by taking SELinux policies into your



own hands.

Who this book is written for

Linux administrators will enjoy the various SELinux features that this book covers and the approach used to
guide the admin into understanding how SELinux works. The book assumes that you have basic knowledge
in Linux administration, especially Linux permission and user management.
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From reader reviews:

Patricia Clay:

The book with title SELinux System Administration includes a lot of information that you can learn it. You
can get a lot of profit after read this book. This book exist new knowledge the information that exist in this
book represented the condition of the world now. That is important to yo7u to find out how the improvement
of the world. This specific book will bring you with new era of the globalization. You can read the e-book on
your smart phone, so you can read the item anywhere you want.

Carla Floyd:

SELinux System Administration can be one of your basic books that are good idea. All of us recommend that
straight away because this e-book has good vocabulary that will increase your knowledge in words, easy to
understand, bit entertaining but nevertheless delivering the information. The article author giving his/her
effort to place every word into joy arrangement in writing SELinux System Administration although doesn't
forget the main stage, giving the reader the hottest as well as based confirm resource facts that maybe you
can be one of it. This great information can easily drawn you into brand new stage of crucial contemplating.

Richard Vaccaro:

Would you one of the book lovers? If so, do you ever feeling doubt if you find yourself in the book store?
Make an effort to pick one book that you find out the inside because don't ascertain book by its handle may
doesn't work here is difficult job because you are afraid that the inside maybe not while fantastic as in the
outside seem likes. Maybe you answer may be SELinux System Administration why because the amazing
cover that make you consider in regards to the content will not disappoint you actually. The inside or content
is definitely fantastic as the outside as well as cover. Your reading sixth sense will directly direct you to pick
up this book.

Diane Welton:

In this time globalization it is important to someone to obtain information. The information will make you to
definitely understand the condition of the world. The healthiness of the world makes the information much
easier to share. You can find a lot of referrals to get information example: internet, magazine, book, and
soon. You can see that now, a lot of publisher in which print many kinds of book. The book that
recommended to your account is SELinux System Administration this book consist a lot of the information
of the condition of this world now. That book was represented how do the world has grown up. The
terminology styles that writer use to explain it is easy to understand. The writer made some exploration when
he makes this book. That's why this book suitable all of you.
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